
© Sensible Vision, 2008   

DELL FaceAware FAQ 
 

GENERAL ............................................................................................................................................................................. 3 

1. WHAT IS FACEAWARE? ....................................................................................................................................................... 3 
2. WHY USE FACEAWARE? ...................................................................................................................................................... 3 
3. CAN FACEAWARE BE HACKED OR BROKEN? .............................................................................................................................. 3 

SECURED DESKTOP .............................................................................................................................................................. 3 

1. WHAT IS THE DIFFERENCE BETWEEN “COLLABORATIVE” AND “PRIVATE” MODES? ........................................................................... 3 
2. IS COLLABORATIVE MODE LESS SECURE THAN PRIVATE MODE? ................................................................................................... 3 
3. WHAT ARE THE RECOMMENDED TIMER SETTINGS? .................................................................................................................... 4 
4. WHEN I HAVE “SECURED DESKTOP” ENABLED IN “PRIVATE” MODE, THE DESKTOP LOCKS UNEXPECTEDLY. HOW CAN I IMPROVE THIS? ...... 4 
5. IF I DIM OR TURN OFF THE LIGHTS, THE COMPUTER LOCKS UNEXPECTEDLY – WHAT CAN I DO TO FIX THIS? ............................................ 4 
6. I ENABLED “SECURED DESKTOP” IN “PRIVATE” MODE AND WAS TOLD THAT THE COMPUTER MUST LOCK IN ORDER TO LEARN MY FACE AT 

LOGIN. WHY IS THIS? .................................................................................................................................................................... 5 

POWER MANAGEMENT ....................................................................................................................................................... 5 

1. WHY WOULD I WANT TO USE THE POWER MANAGEMENT FEATURE? ............................................................................................ 5 
2. WHAT CHANGES ARE MADE TO THE DEFAULT POWER MANAGEMENT SCHEMES IN WINDOWS WHEN THE “POWER MANAGEMENT” 

FEATURE IS ENABLED? .......................................................................................................................................................... 5 
3. HOW MUCH POWER CAN I SAVE WITH THE POWER MANAGEMENT FEATURE? ................................................................................ 6 
4. WHEN DOES THE POWER MANAGEMENT FEATURE ACTIVATE WHEN THE “SECURED DESKTOP” FEATURE IS ALSO ENABLED? .................... 6 
5. WHICH POWER MANAGEMENT SETTINGS SAVE THE MOST POWER? ............................................................................................. 6 
6. I SET THE POWER MANAGEMENT TIME TO X SECONDS. THAT MUCH TIME PASSED BUT THE SCREEN DID NOT DIM, THE MONITOR DID NOT 

SHUT OFF, ETC. WHAT HAPPENED? ........................................................................................................................................ 6 
7. ONCE THE POWER MANAGEMENT FEATURES HAVE BEEN ACTIVATED (SCREEN DIMING, TURNING OFF THE MONITOR, ETC.), HOW DO I 

RETURN MY VISTA OR WIN 7 PC TO NORMAL OPERATION? ......................................................................................................... 6 
8. ONCE THE POWER MANAGEMENT FEATURES HAVE BEEN ACTIVATED (SCREEN DIMING, TURNING OFF THE MONITOR, ETC.), HOW DO I 

RETURN MY XP PC TO NORMAL OPERATION? ........................................................................................................................... 7 

RECOGNIZING MY FACE/LOCKING ....................................................................................................................................... 7 

1. WHEN DOES FACEAWARE NEED TO RECOGNIZE MY FACE? .......................................................................................................... 7 
2. HOW DOES FACEAWARE LEARN WHAT MY FACE LOOKS LIKE TO BEGIN WITH? ................................................................................. 7 
3. WHERE IS THE PROGRAM THAT I NEED IN ORDER TO PUT MY FACE INTO THE SYSTEM? ...................................................................... 7 
4. HOW FAR CAN I TURN MY FACE TO THE SIDE (PROFILE) AND STILL HAVE FACEAWARE “SEE” IT? .......................................................... 7 
5. WHAT HAPPENS IF I PUT A PHONE TO MY EAR, TAKE OFF MY GLASSES, GROW A BEARD OR OTHERWISE CHANGE MY APPEARANCE? ............ 8 
6. HOW DO I EVEN KNOW IF FACEAWARE CAN SEE MY FACE WHILE LOGGING INTO WINDOWS? ............................................................. 8 

SECURITY CONCEPTS............................................................................................................................................................ 8 

1. DO I REALLY NEED TO PASSWORD PROTECT MY WINDOWS ACCOUNT? ........................................................................................ 8 
2. CAN MULTIPLE PEOPLE SHARE ONE WINDOWS ACCOUNT? .......................................................................................................... 8 
3. HOW DO I MAKE MY COMPUTER SECURE? ............................................................................................................................... 8 
4. WHAT ARE THE FALSE ACCEPTANCE AND FALSE REJECTION RATES OF FACEAWARE? .......................................................................... 9 
5. HOW CAN I LOCK MY COMPUTER BY HAND? ............................................................................................................................. 9 
6. CAN A PHOTOGRAPH OF ME BE USED TO KEEP MY DESKTOP OPEN? ............................................................................................... 9 

ADMINISTRATION.............................................................................................................................................................. 10 

1. SOMEONE STOLE MY PASSWORD AND LOGGED IN AS ME. HOW DO I FIX THIS? .............................................................................. 10 



© Sensible Vision, 2008   

2. WHY WOULD I NEED TO DELETE MY BIOMETRIC ENROLLMENT? WHAT DOES THIS EVEN MEAN? ........................................................ 10 
3. I INSTALLED A NEW CAMERA AND WANT TO USE IT WITH FACEAWARE INSTEAD. HOW DO I TELL FACEAWARE TO MAKE THE SWITCH? ...... 10 
4. CAN I INSTALL FACEAWARE ON A NON-DELL COMPUTER? ........................................................................................................ 10 
5. WILL FACEAWARE WORK ON A MACHINE THAT IS JOINED TO A DOMAIN? .................................................................................... 10 
6. CAN I USE FACEAWARE WITH ANOTHER LOGIN TOOL – FOR EXAMPLE A BIOMETRIC DEVICE LIKE A FINGERPRINT READER? ...................... 10 
7. HOW DO I KNOW IF THERE IS A NEW VERSION OF FACEAWARE AVAILABLE? .................................................................................. 11 
8. CAN FACEAWARE BE CENTRALLY MANAGED? ......................................................................................................................... 11 
9. CAN SPECIFIC USER RIGHTS ACCESS BE APPLIED TO THE FACEAWARE MANAGEMENT CONSOLE? ....................................................... 11 
10. HOW DO I UPDATE FACEAWARE? ........................................................................................................................................ 11 

USING OTHER VIDEO APPLICATIONS WITH FACEAWARE ................................................................................................... 11 

1. WHY CAN I ONLY HAVE 1 VIDEO APPLICATION RUNNING AT A TIME? ........................................................................................... 11 
2. I SEE A NEW CAMERA IN THE WINDOWS DEVICE MANAGER…THIS LAPTOP ONLY HAS ONE CAMERA….WHAT’S THE SECOND ONE? ........... 11 
3. I HAVE A PROGRAM THAT DOESN’T WORK WITH THE VIRTUAL CAMERA. HOW CAN I USE IT ON A SYSTEM RUNNING FACEAWARE? .......... 12 
4. WHAT IS THE INTERACTION BETWEEN THE VIRTUAL CAMERA AND FACEAWARE? WHEN IS THE VIRTUAL CAMERA AVAILABLE AND WHEN IS IT 

NOT? ............................................................................................................................................................................. 12 
5. I’M RUNNING ANOTHER VIDEO APPLICATION WHILE FACEAWARE IS ENABLED. THEN I DISABLE FACEAWARE AND THE VIDEO APPLICATION 

LOOSES VIDEO! WHY? ....................................................................................................................................................... 12 
6. I’M RUNNING ANOTHER VIDEO APPLICATION WHILE FACEAWARE IS DISABLED. THEN I ENABLED FACEAWARE, BUT IT SAYS “FACEAWARE 

DISABLED” AS IF IT COULDN’T SEE MY FACE ON THE LOGIN SCREEN! WHY? ................................................................................... 12 
7. FACEAWARE IS IN DISABLED. I SEE THE VIRTUAL CAMERA (FACAP) IN THE WINDOWS DEVICE MANAGER ANYWAY AND IT’S DISABLED. CAN I 

ENABLE IT DIRECTLY? ......................................................................................................................................................... 12 
8. I GET A MESSAGE THAT FACEAWARE IS DISABLED WHEN I  SCAN BUSINESS CARDS OR TAKE PICTURES OR VIDEOS WITH MY WEB CAM. HOW 

CAN I FIX THIS? ................................................................................................................................................................. 13 

MESSAGES AND ERROR CONDITIONS: ............................................................................................................................... 13 

1. THE SYSTEM TRAY ICON KEEPS CHANGING COLORS…WHAT DO THE VARIOUS COLORS MEAN? ........................................................... 13 
2. WHEN I TRY TO RUN THE CONFIGURATION CONSOLE, I GET A WARNING IN A WINDOW CALLED “USER ACCOUNT CONTROL” (UAC). THE 

WINDOW SAYS “A PROGRAM NEEDS YOUR PERMISSION TO CONTINUE.” WHY IS THIS THERE? .......................................................... 13 
3. I FIND UAC (“USER ACCOUNT CONTROL”) IN VISTA ANNOYING SO I TURNED IT OFF. EVEN WITH FACEAWARE CONTROLLING THE POWER 

MODE, I CAN NO LONGER PUT THE LAPTOP TO SLEEP USING THE KEYBOARD COMMAND. WHY? ........................................................ 13 
4. I LOGGED IN AND RECEIVED A WARNING MESSAGE CALLED “FACEAWARE IS TEMPORARILY DISABLED. NO FACE DETECTED AT LOGIN.”. WHAT 

IS THIS? .......................................................................................................................................................................... 13 
5. WHEN I REBOOT, I AM NEVER GIVEN THE OPPORTUNITY TO ENTER A PASSWORD AND I ALWAYS GET THE MESSAGE “FACEAWARE IS 

TEMPORARILY DISABLED. NO FACE DETECTED AT LOGIN.”. WHY? ............................................................................................... 14 
8. I ENABLED “SECURED DESKTOP” IN “PRIVATE” MODE AND WAS TOLD THAT THE COMPUTER MUST LOCK IN ORDER TO LEARN MY FACE AT 

LOGIN. WHY IS THIS? ........................................................................................................................................................ 14 

MISCELLANEOUS ............................................................................................................................................................... 14 

1. WHAT HAPPENS IF THE CAMERA IS BROKEN OR DISABLED? ........................................................................................................ 14 
2. WHY DOES THE CAMERA LED (LIGHT) NOT COME ONE WHEN THE CAMERA IS IN USE? .................................................................... 14 
3. I WANT TO PLAY A GAME OR WATCH A MOVIE…CAN I TURN OFF FACEAWARE TO MAXIMIZE SYSTEM RESOURCES AND KEEP IT FROM 

LOCKING? ....................................................................................................................................................................... 14 
4. HOW DO I ACCESS THE HELP FILES? ...................................................................................................................................... 15 
5. HOW IS THE FACEAWARE RECOGNITION PROGRAMMING TESTED FOR ACCURACY? ......................................................................... 15 
6. WILL FACEAWARE SHORTEN HOW LONG MY LAPTOP WILL RUN WHILE ON BATTERIES? ................................................................... 15 
7. DOES FACEAWARE SLOW DOWN MY COMPUTER? ................................................................................................................... 15 
8. WHEN MY COMPUTER UNLOCKS, IT MAKES A SOUND. WHY DOES IT DO THIS AND HOW CAN I STOP IT? .............................................. 15 
9. WHAT VERSION OF FACEAWARE IS REQUIRED TO SUPPORT WINDOWS 7? ................................................................................... 15 



© Sensible Vision, 2008   

General 
1. What is FaceAware? 

FaceAware software closes a critical security vulnerability when people leave their computers unattended. It 
does this by automatically locking the desktop when the user’s face is no longer visible. FaceAware also saves 
energy - both on battery and AC - by automating the operating system’s power management features. 
Back to the top 
 

2. Why use FaceAware? 
FaceAware automates the process of securing the computer and saves energy. 
Back to the top 
 

3. Can FaceAware be hacked or broken? 
FaceAware does not interfere with any existing security programs, settings and devices. These settings and 
devices are left fully intact. Thus, computer security is improved as FaceAware will automatically lock the 
desktop when the user steps away. With enough time and physical access to the PC, a sophisticated attack 
may be successful with or without FaceAware installed. 
Back to the top 

 

 
Secured Desktop 
1. What is the difference between “Collaborative” and “Private” modes? 

Both modes lock the desktop automatically when a user’s face is out of view of the webcam. The locking 
action can be delayed by adjusting the “Security Lockout Timer” slider. 
 

¶ Collaborative Mode is the most frequently used mode. When the Security Lockout Timer is set to 30 seconds 
or less, this is a highly secure mode. It allows any face in view of the camera to keep the desktop from 
locking. It provides optimal workflow for a single user as well as allowing multiple users to share one desktop 
(to collaborate on a document, watch videos together, etc.)  
 

¶ Private Mode allows ONLY the face of the currently logged in user to be used to keep the desktop from 
locking. More specifically, it dictates that any time frames of video are detected with no face in them 
followed by a face re-appearing BEFORE the desktop locks, that a positive match must be made to your face 
in order to allow you to continue to use the computer. The system has approximately 30 seconds after the re-
appearance of a face to make this positive match or the desktop will lock. Please note that when your face re-
appears that it is always possible that the system may not recognize it quickly enough to keep the desktop 
from locking. Click here for suggestions on how to avoid undesired locking or consider using Collaborative 
Mode with a short Security Lockout Timer instead. 
Back to the top 

 
2. Is Collaborative Mode less secure than Private Mode? 

No, it is simply different. Normally, when the Security Lockout Timer is set to 30 seconds or less, this is a 
highly secure mode. With a short Security Lockout Timer the authorized user will nearly always still be in the 
vicinity of his or her PC when the timer expires and the desktop locks. They would therefore know if someone 
else attempts unauthorized access. 
 
Private Mode is most useful if the user leaves the vicinity of the computer very quickly and the Security 
Lockout Timer is set to greater than 30 seconds. 
Back to the top 
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3. What are the recommended timer settings?   
The appropriate amount of time to set for the Security Lockout Timer is largely dependent on how you use 
your computer, where it is physically located, and how sensitive the data is that you are trying to protect. You 
should choose a value that is short enough to provide the security that you require, yet long enough to still 
leave the computer convenient to use. In most cases you should select a time that is long enough that you 
can be reasonably sure that you will no longer be physically near your computer (and therefore unable to 
physically observe if some else is trying to gain access) when the timer expires. Setting the timer for a 
sufficiently long period will help to avoid the locking of the desktop when you simply look away from the 
camera for a brief period. 
Back to the top 
 

4. When I have “Secured Desktop” enabled in “Private” mode, the desktop locks unexpectedly. How 
can I improve this? 

In “Private” Mode, if your face leaves view of the webcam and then returns to view before the desktop locks, 
FaceAware requires an exact facial match within about 30 seconds of when your face reappears in order to 
allow you to continue to access your desktop. If it fails to re-recognize you within 30 seconds, it will lock. If 
the computer locks unexpectedly when the Secure Desktop is set to Private mode, try the following. 
 

a. Be sure your face is in clear view of the webcam and your head is held upright.  Move closer to the 
computer and place your hands on the keyboard.  

b. If you are using a phone, temporarily move the headset from your face to allow an unobstructed view of 
your eyes, nose and mouth.  

c. Even lighting provides the best recognition. Strong shadows on the face may cause more frequent locking 
in “Private” mode. 

d. Use a consistent position in front of the computer. While different positions during recognition can and 
will be learned over time, a consistent position when logging in will improve recognition speed in 
“Private” mode.  

e. Hair obscuring your face may slow recognition.  
f. Consider setting “Secured Desktop” to “Collaborative” mode instead. With an appropriate Security 

Lockout Timer for your particular environment, the overall security of your desktop will still be 
dramatically improved without worrying about unexpected locking events.    
Back to the top 

 

5. If I dim or turn off the lights, the computer locks unexpectedly – what can I do to fix this? 
The first and easiest solution is to turn the lights on. FaceAware uses a camera which, like all cameras, must 
have light in order to function. If you must use your computer in the dark you can always log in manually. Be 
aware, however, that FaceAware MUST detect a face at login in order to function. If it cannot see your face, 
you will see a message indicating “FaceAware is temporarily disabled”. The FaceAware icon in the system tray 
will be yellow. All FaceAware features will be disabled until the next unlock or login event where a face can 
be seen. Note that FaceAware does continue to try to recognize your face during normal computer usage 
even after logging in without your face visible. If during the course of using the computer your face is 
recognized, normal FaceAware functionality will resume at that time. If this happens, the FaceAware icon in 
the system tray will turn green.    
Back to the top 
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6. I enabled “Secured Desktop” in “Private” mode and was told that the computer must lock in order 
to learn my face at login. Why is this? 

Private mode requires that any time your face leaves view of the camera and then returns to view before the 
desktop locks, that an exact match to your own face MUST be made in order to allow you to continue to use 
your desktop. In order to make this match FaceAware must learn what your face looks like to begin with. It 
learns this any time that you log in to Windows. Therefore, when you enable Secured Desktop in Private 
mode for the first time, it must lock in order to learn about your face. 
Back to the top 

 
 

Power Management 
1. Why would I want to use the Power Management feature? 

To save energy both on when plugged into AC and when using the battery. 
 
With FaceAware, your computer now knows when you are and are not using it. You can read a document for 
as long as you want and Power Savings will remain inactive because your face is visible. When you leave the 
computer, Power Savings mode will activate more quickly than it would without FaceAware – giving you 
maximum power savings while not interrupting your work. 
 
FaceAware Power Management sets your computer for good performance when a person's face is in view of 
the webcam. When a face is no longer in view of the webcam, the computer enters a Windows power savings 
mode (“Power Saver” in Vista, “Max Battery” in XP). This approach is superior to inactivity timers as your 
computer will enter a power savings mode more frequently with FaceAware. This can save a significant 
amount of energy.   
 
With traditional power management technology, timers turning off the screen or placing the computer into a 
low power state must be set to long periods of time to prevent the computer from blanking the display or 
entering sleep as you simply read a document on the screen. With FaceAware you can read a document for 
as long as you want and the monitor will not dim or turn off as long as long as your face is visible. 
Back to the top 
 

2. What changes are made to the default Power Management schemes in Windows when the “Power 
Management” feature is enabled? 

The first time you enable FaceAware Power Management, FaceAware modifies the Vista “Power Saver” Plan 
for greater power savings. The following changes are made: 

Display brightness:  On battery - 10%, Plugged in - 25% Vista (default 40%, 100%) 

Turn off the display after:  On battery – 1 min, Plugged in – 2 min (default 3 min, 20min) 

Put the computer to sleep: On battery – 3 min, Plugged in – 5 min (default 15 min, 1 hour) 

You may further customize any of these settings to balance your needs for convenience and power 
savings. To change the settings, open Vista's ”Edit Power Settings" control box (Control Panel>Hardware and 
Sound>Power Options> Edit Plan Settings>Power Saver).   
¶ Reducing the brightness of the display saves a significant amount of power and is minimally intrusive. 

¶ Shortening the time to turn off the display or putting the computer to sleep quickly saves the greatest 

amount of energy.  Remember that Vista requires a short delay to wake from sleep. 

Back to the top 
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3. How much power can I save with the Power Management feature? 
Although the exact amount of power saved depends on how you use your computer, your hardware 
configuration, and the specific settings that you choose in both FaceAware and the Power Schemes within 
Windows itself, tests have shown that the overall power savings can be quite significant…as high as 80% over 
the use of less aggressive Power Schemes alone. Of course your results may vary. Please note that power 
savings only occur when your face is NOT in front of the computer. 
Back to the top 

 

4. When does the Power Management feature activate when the “Secured Desktop” feature is also 
enabled? 

The behavior of the Power Management feature is slight different if “Secured Desktop” is also enabled. 
FaceAware will switch Windows to the more aggressive Power Scheme (“Power Saver” plan in Vista or “Max 
Battery” in XP) approximately 30 seconds after the desktop has locked. You may control how long it takes to 
lock the desktop and enter the more aggressive Power Scheme after your face is no longer visible with the 
“Security Lockout and Power Management Timer” slider. 
Back to the top 
 

5. Which Power Management settings save the most power? 
The amount of power saved is a combined function of how your use your computer and what settings you 
have chosen. Part of this equation is dictated by the time selected in the Power Management Timer slider. 
This timer not only selects how quickly FaceAware places Windows into a more aggressive Power Scheme, 
but also controls when the web camera itself is turned on and off.  

¶ If 0, 5 or 15 seconds have been selected: The camera is left on at all times. A face returning to view after 
the screen has been dimmed will automatically return the screen to full brightness.  

¶ If 30, 45 or 60 seconds have been selected: The camera is also turned off to conserve additional power. 
In this case keyboard or mouse movement is always required to return the computer to normal power 
usage once the screen has been either dimmer or turned off. 

Back to the top 
 

6. I set the Power Management time to X seconds. That much time passed but the screen did not dim, 
the monitor did not shut off, etc. What happened? 

After your face has been out of view for the time specified by the Power Management Timer, FaceAware 
switches the Windows operating system to a more aggressive Power Scheme (the “Power Saver” scheme in 
Vista and “Max Battery” in XP). Those schemes may themselves have keyboard/mouse activity timers that 
need to expire before they dim the screen, spin down the hard drives, turn off the monitor, etc. Because 
FaceAware will not switch to the more aggressive power scheme until your face is no longer visible, this 
allows you to set MUCH shorter timer values within the Power Schemes themselves. To customize the 
Windows power schemes for your preferences, open the Windows Control Panel and select “Power Options”.  
Back to the top 
 

7. Once the Power Management features have been activated (screen diming, turning off the monitor, 
etc.), how do I return my Vista or Win 7 PC to normal operation? 

If you have the Power Management Timer set to 0, 5 or 15 seconds, a face reappearing in front of the camera 
is sufficient to un-dim or turn the monitor back on and return the computer to normal power usage. 
 
If you have the Power Management Timer set to 30, 45 or 60 seconds, then the camera itself is also turned 
off once the timer has expired. This means that in all cases keyboard or mouse activity is required to return 
the computer to normal power usage after the screen has been dimmed or the monitor has been turned off. 
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If you are using the Power Management feature and the Secured Desktop feature together and the desktop 
has been locked, entering your password will both return the computer to normal power usage and unlock 
the desktop.  
Back to the top 

 

8. Once the Power Management features have been activated (screen diming, turning off the monitor, 
etc.), how do I return my XP PC to normal operation? 

Unlike Vista and Win 7, XP does not support screen dimming.  
 
If you have the Power Management Timer set to 0, 5 or 15 seconds, a face reappearing in front of the camera 
will return the computer to normal power usage even if the monitor has turned off.  
 
If you have the Power Management Timer set to 30, 45 or 60 seconds, then the camera itself is also turned 
off once the timer has expired. This means that in all cases keyboard or mouse activity is required to return 
the computer to normal power usage after the monitor has been turned off. 
 
If you are using the Power Management feature and the Secured Desktop feature together and the desktop 
has been locked, entering your password will both return the computer to normal power usage and unlock 
the desktop.  
Back to the top 

 
 

Recognizing my face/locking 
1. When does FaceAware need to recognize my face? 

Unlike Dell FastAccess which recognizes your face in order to log you into Windows, FaceAware ONLY 
requires an exact face match when the “Secured Desktop” feature is enabled and set to “Private” mode. In 
this mode if your face moves out of view of the webcam and then back into view before the desktop locks, 
FaceAware has approximately 30 seconds from the time when your face re-appears to re-recognize you. If it 
is unable to do so after 30 seconds, the desktop will lock. This extra layer of security prevents unauthorized 
users from accessing your desktop. 
Back to the top 
 

2. How does FaceAware learn what my face looks like to begin with?  
FaceAware transparently learns what your face looks like every time you log into Windows with your 
password. When logging in, be sure that your face is in clear view of the web camera and that lighting in the 
room is sufficient. This will give FaceAware the best view of your face.  
Back to the top 

 

3. Where is the program that I need in order to put my face into the system? 
There isn’t one! FaceAware learns your face as you use the computer normally. Simply log in with your 
username and password. This will teach the system a bit more about what you look like. 
Back to the top 

 

4. How far can I turn my face to the side (profile) and still have FaceAware “see” it? 
Many factors, including camera angle and lighting, affect how far you can turn your face and still have 
FaceAware be confident that you are in front of your computer. If you are using the “Secured Desktop” 
feature, you may wish to choose a longer “Security Lockout Timer” to balance your movements with how 
quickly the computer locks. For some users, a very fast locking time is not always practical for efficient 
workflow.   Back to the top 
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5. What happens if I put a phone to my ear, take off my glasses, grow a beard or otherwise change my 
appearance? 

FaceAware uses a learning technique that allows it to continuously adapt to any appearance changes that 
you might experience. If for ANY reason you experience unexpected locking behavior while in “Private” mode 
with the “Secured Desktop” feature, simply log into Windows with your password while your face is clearly 
visible to the camera. This will update FaceAware with the new way that you look, making undesired locking 
less likely in the future. Alternately, simply set the “Secured Desktop” feature to “Collaborative” mode with a 
reasonable Security Locking Timer. This will eliminate altogether the need to re-recognize your face when 
your return to an unlocked desktop, providing excellent usability while still dramatically improving overall 
security. Please click here for additional information about preventing undesired locking. 
Back to the top 

 

6. How do I even know if FaceAware can see my face while logging into Windows? 
While logging in, you can’t. Do your best to be sure your face is in clear view of the camera. Make sure that 
there is sufficient lighting in the room. Try to position yourself such that your face is not strongly backlit 
(strong light source behind you) and that there are not strong shadows on your face. If there is any question 
what FaceAware is seeing, you may right click the FaceAware icon in the system tray and choose “Show Video 
Window”. This will allow you to visually confirm that there is sufficient light and that the web camera is 
functioning. 
Back to the top 
 
 

Security concepts 
1. Do I REALLY need to password protect my Windows account? 

If you really want to enforce any kind of real security then yes, you do. You may, of course, still use 
FaceAware for power savings without a password on your Windows account, but an Windows account 
without a password truly has no security at all….with or without FaceAware or any other security tool. 
Back to the top 

 

2. Can multiple people share one Windows account? 
While this is certainly possible, it is strongly not recommended. There are two primary concerns here.  
a. Part of the security provided by FaceAware is accurate Windows access logs….a list of who used your 

computer and when. With multiple people sharing one Windows account, these logs are not as useful. 
b. More importantly, recognition performance in the Secured Desktop feature’s “Private” mode (how many 

times the software successfully re-recognizes your face when returning to an unlocked desktop) will be 
degraded. There is a certain amount of storage allocated for each Windows account to hold multiple 
versions of how you look. Video from the camera is compared against this entire “biometric database” 
every time you return to an unlocked computer. If you share your account with someone else, then both 
of your faces will be occupying the same storage space. Each of you will effectively have fewer versions 
of your face for comparison against the video coming from the camera. This will make it less likely that 
either one of you will be recognized quickly to prevent undesired locking in Private Mode. 

Back to the top 
 

3. How do I make my computer secure? 
There are many facets to having a truly secure computer system. Employing an automatic desktop locking 
tool such as FaceAware is certainly one part, but is by no means the only one. It’s also necessary to follow 
other standard security processes such as using a strong password on your Windows account, making sure 
that each user has their own unique Windows account, employing a firewall to protect against outside 
intrusion, using antivirus software, and routinely backing up the data on your computer. As long as you have 
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a strong password on your own unique Windows account, FaceAware can - through the use of the “Secured 
Desktop” feature (automatic desktop locking), improve security by helping to prevent unauthorized, casual 
access to your desktop by other people.  
Back to the top 

 

4. What are the false acceptance and false rejection rates of FaceAware? 
False acceptance (also known as “false positive”, or recognizing one person as the WRONG person) and false 
rejection (also known as “false negative”, or failing to recognize an authorized user) rates are traditional ways 
to measure biometric accuracy. FaceAware is unique that the false negative rate actually improves with use. 
The more you log into the system, the better it gets at recognizing you! With use, FaceAware should 
recognize you more than 90% - often more than 95% - of the time when returning to an unlocked computer 
set to “Private” mode. True false positives are exceedingly unlikely. In standardized tests, they have occurred 
in less than 1x10-6 (1 in a million) logins. Please note that if a user’s face (or an object with a face) is actively 
enrolled or learned into the wrong account (with a stolen or compromised password, for example) and then 
later recognized that this is NOT a true false positive.    
Back to the top 

 

5. How can I lock my computer by hand? 
You may always lock your desktop manually by holding down the “Windows” key and simultaneously 
pressing “L”.  
 Back to the top 
 

6. Can a photograph of me be used to keep my desktop open?  
If you have the “Secured Desktop” feature set to “Collaborative” mode, any face is allowed to keep a desktop 
open for use. This allows for optimal workflow and collaboration between users while still providing very 
strong security with a short Security Lockout Timer. Because a photo may have a facial pattern in it, it is 
possible that a photo held to the camera will keep the desktop unlocked. In Collaborative Mode this is 
irrelevant to security, however, as an actual face would have exactly the same effect and be much easier to 
place in the view of the camera. Please click here for a discussion of the relative security of Collaborative vs. 
Private mode. 
 
In “Private” mode, ONLY the face of the authorized user is permitted to keep the desktop open for use. 
FaceAware is very strongly resistant to inappropriate access by a photo of the authorized user. It is highly 
unlikely that – within the 30 second window that FaceAware has to re-recognize a face that has come back 
into view – that a photo of the authenticated user would be successful in keeping the desktop open. In the 
likely event that the photo access attempt is unsuccessful within 30 seconds, the desktop will lock. 
 
Please note that there are two conditions in which a photo may be successfully used to keep a desktop in 
“Private” mode open.  

¶ If you hold a photo of yourself up to the camera and then log into Windows, that photo may be 
“learned” as being your own face and could be used to keep your “Private Mode” desktop open in 
the future. Performing this action is strongly not recommended if you truly wish to maintain the 
security of your Windows account! 

¶ A photo of the authenticated user that was taken through the web camera used for FaceAware has a 
higher chance of being successfully used to maintain an open “Private Mode” desktop. To effectively 
combat this, simply select a Security Lockout Timer that is short enough to lock your desktop while 
you are still in the physical vicinity of your computer. 

 Back to the top 
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Administration 
1. Someone stole my password and logged in as me. How do I fix this? 

First, change your password. This is critical. After that, open the Configuration Console (go to the Windows 
Menu > All Programs > Dell FaceAware and choose “Configure Dell FaceAware”) and click the “Defaults” 
button. This removes all the stored versions of what and all other users you look like. This is an important 
step because if someone has your password, it may be possible for them to put their face into your own 
biometric database. Removing the entire database and changing your password will ensure that all new facial 
“learning” going forward will be only of your own face. This is why having a Windows account that is 
protected by a strong password is so important.    
Back to the top 

 

2. Why would I need to delete my biometric enrollment? What does this even mean?  
FaceAware stores an enrollment, or biometric database for each user. This is simply a collection of the 
different ways that your face looks while using your computer. Each time you return to an unlocked machine 
that is set to “Private” mode, the video from the camera is compared against this database. If a match is 
made to one of the versions of how you look, you are allowed continued access. It is possible, however, for 
this database to become corrupted if someone steals your password. With possession of your password, it 
may be possible for them to log in and put their face into your database. In this case you should change your 
password (critical!) and delete your biometric enrollment information in order to remove the other person’s 
face from your own database. To do this, open the Configuration Console (go to the Windows Menu > All 
Programs > Dell FaceAware  and choose “Configure Dell FaceAware”) and click the “Defaults” button. 
Back to the top 

 

3. I installed a new camera and want to use it with FaceAware instead. How do I tell FaceAware to 
make the switch? 

The use of a camera other than the built-in camera is not supported by the current version of FaceAware. You 
may install a second camera for use with other video applications, but FaceAware must be attached to the 
Dell built-in camera. 
Back to the top 

 

4. Can I install FaceAware on a non-Dell computer? 
No.  FaceAware is only licensed to be installed on the specific machine that it was purchased with.  
Back to the top 
 

5. Will FaceAware work on a machine that is joined to a domain?  
Yes. The main difference between domain and non-domain usage is whether or not you must first hit 
Ctrl+Alt+Delete in order to reach the screen where you may enter your password in order to log into your 
Windows account. By default, you must hit Ctrl+Alt+Delete first on a domain joined machine, though this 
requirement can be changed by your system administrator. By default you do NOT have to hit Ctrl+Alt+Delete 
on a non-domain machine, though this too can be changed. FaceAware behavior is otherwise the same on 
both domain and non-domain machines. 
Back to the top 

 

6. Can I use FaceAware with another login tool – for example a biometric device like a fingerprint 
reader? 

Yes. You may use other tools to automatically log you into your Windows account and then use FaceAware to 
automatically lock your Windows desktop.   
Back to the top 
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7. How do I know if there is a new version of FaceAware available? 
You may check for updated versions of FaceAware at any time by going to the “Windows” menu (Vista/Win 
7) or the “Start” menu (XP), selecting “Dell Face Aware” and the “Check for updates”. If a new version is 
available, you will be alerted and given the opportunity to install it. 
Back to the top 
 

8. Can FaceAware be centrally managed? 
The current version of FaceAware is not centrally managed.  A future release is planed with full central 
management support. 
Back to the top 
 

9. Can specific user rights access be applied to the FaceAware Management Console? 
Any authorized user of the computer my modify FaceAware settings.  A future release will allow systems 
administrator to restrict  access to the FaceAware console to specific user and/or  group. 
Back to the top 

 

10. How do I update FaceAware? 
You may check for updates at any time. To do this, simply click the Windows menu (formerly the Start menu 
in XP) > All Programs > Dell FaceAware > “Check for updates”. If a new version is available, simply follow the 
prompts to install.  
Back to the top 

 
 

Using other video applications with FaceAware 
1. Why can I only have 1 video application running at a time? 

Under Windows, only one application at a time can use a given web camera. FaceAware provides strong 
security for your data by continually tracking your presence in front of the computer at all times – which 
means that it uses the web camera at all times to the exclusion of other programs. To allow you to still use 
other video applications, FaceAware creates a “virtual”, or duplicate camera in software within Windows. 
Other applications can use this Virtual camera to access video from the web camera after FaceAware is done 
with it. Since there is only one virtual camera, you may only run one other video application at a time.   
Back to the top 
 

2. I see a new camera in the Windows Device manager…this laptop only has one camera….what’s the 
second one? 

This is a VIRTUAL video camera provided by FaceAware. Since FaceAware protects your data by continually 
tracking your presence in front of the computer, it uses the web camera at all times. Normally this would 
cause you to be unable to use any other video applications on the system while FaceAware is running. To get 
around this Windows limitation, FaceAware creates a virtual or duplicate video camera in software which 
other applications can then attach to. This allows those other applications to use video from the web camera 
after FaceAware is done with it. 
Back to the top 
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3. I have a program that doesn’t work with the Virtual Camera. How can I use it on a system running 
FaceAware? 

If for some reason a video application can’t use the virtual camera, you must temporarily disable FaceAware 
which will release the “real” camera driver for use. When you’re finished, be sure to close the other video 
application and re-start FaceAware in order to continue to provide strong security for your data.   
Back to the top 
 

4. What is the interaction between the virtual camera and FaceAware? When is the virtual camera 
available and when is it not? 

The virtual camera is available for use by other video applications when any FaceAware feature is enabled. 
This is because FaceAware makes continuous use of the integrated camera driver when performing either 
Secured Desktop or Power Management functions. 
 
The interaction between the integrated and the virtual camera drivers is very much as if you had two 
cameras installed on your computer - with the exception that one of them only exists when FaceAware is 
running. In both cases, only one application at a time can attach to any given camera driver. This is a 
Windows limitation. 
 
If you enable or disable FaceAware while another video application is running, you may have to close the 
application to make video available to FaceAware or close and restart the application to cause it to attach to 
the other camera driver. See questions below for more details.    
Back to the top 
 

5. I’m running another video application while FaceAware is enabled. Then I disable FaceAware and 
the video application looses video! Why? 

In this scenario, FaceAware is using the integrated web camera and your other application is using the virtual 
camera. When you disable FaceAware, the virtual camera is also disabled. You will either need to manually 
tell your video application to now use the integrated web camera , or close and restart the application to 
cause it to automatically choose the “first available” camera driver (which in this case is now the integrated 
camera).  
Back to the top 
 

6. I’m running another video application while FaceAware is disabled. Then I enabled FaceAware, but 
it says “FaceAware disabled” as if it couldn’t see my face on the login screen! Why? 

In this scenario, your video application starts off using the integrated camera driver and FaceAware is not 
using a camera driver at all. When you enable FaceAware it tries to attach to the integrated camera but 
cannot because it’s in use. You will need to close the video application first, then lock the PC to allow 
FaceAware to attach to the integrated camera. FaceAware will then enable the virtual camera for use by your 
other application. The virtual camera will likely be chosen automatically by your video application when it’s 
restarted.     
Back to the top 
 

7. FaceAware is in disabled. I see the virtual camera (FaCap) in the Windows Device Manager anyway 
and it’s disabled. Can I enable it directly? 

No. The virtual camera can only be enabled/disabled by FaceAware. Manipulating it directly within the Device 
Manager is not supported. 
Back to the top 
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8. I get a message that FaceAware is disabled when I  scan business cards or take pictures or videos 
with my web cam. How can I fix this? 

With both Dell Easy Scan and Dell Webcam Central (DWC), FaceAware is disabled automatically when these 
applications are activated. With any other applications that use the web camera, simply re-direct the 
application to use the Virtual Camera (called “FaCap”) instead of the built-in camera. This will allow you to 
keep the security and power savings provided by FaceAware and still continue to use your other applications 
as normal. 
Back to the top 

 
 

Messages and error conditions: 
1. The system tray icon keeps changing colors…what do the various colors mean? 

a. Green.  One or more of the FaceAware modes are enabled and an authorized face is recognized by the 

software.  

b. Flashing Green and Yellow.  One or more of the FaceAware modes are enabled and an authorized face is 

not in view of the webcam or has not yet been recognized. 

c. Flashing Green and Red.  FaceAware has been temporarily disabled using the "Disable FaceAware 

Temporarily" feature in FaceAware’s system tray icon's right click menu. 

d. Red.  FaceAware has been disabled using the configuration console (both the Secured Desktop and the 

Power Management features are unchecked).  

e. Yellow.  No face was detected at login. FaceAware features are temporally disabled until the next login 

attempt or until a face is recognized. 

Back to the top 
 

2. When I try to run the Configuration Console, I get a warning in a window called “User Account 
Control” (UAC). The window says “A program needs your permission to continue.” Why is this there?  

This message is a security measure put in place by Windows itself. When you run programs that can affect 
how the computer behaves, Windows wants to be sure that this is truly your intent. Simply click “Continue” 
to proceed to the Configuration Console.   
Back to the top 
 

3. I find UAC (“User Account Control”) in Vista annoying so I turned it off. Even with FaceAware 
controlling the power mode, I can no longer put the laptop to sleep using the keyboard command. 
Why? 

This is a defect in Vista. With UAC disabled, the keyboard command to “sleep” is unavailable. FaceAware 
does not and cannot correct this behavior. Note that this defect has been corrected in Windows 7. 
Back to the top 

 

4. I logged in and received a warning message called “FaceAware is temporarily disabled. No face 
detected at login.”. What is this? 

If you ever log in when FaceAware can not clearly see your face, you will still be granted access to your 
computer. However, FaceAware features will not function. Features may be re-enabled in two ways. First, 
you may lock the computer manually by hitting the Windows key + “L”. Log in again with your face in clear 
view of the camera. (The same procedure works if you log out of Windows and back in instead of locking and 
unlocking.) Second, FaceAware may re-enable itself if at any time during the course of normal computer 
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usage it succeeds in recognizing your face. If this happens the FaceAware icon in the system tray will turn 
green.   Back to the top 
 

5. When I reboot, I am never given the opportunity to enter a password and I always get the message 
“FaceAware is temporarily disabled. No face detected at login.”. Why?  

This symptom will be evident if you only have one Vista / Win 7 account set upon your PC and that account is 
not password protected. In this situation, Vista and Win 7 automatically log such accounts in when the PC 
reboots…effectively bypassing FaceAware. To get the benefits of FaceAware you can take one of two steps.  
a) Recommended - password protect the Vista / Win 7 account. This has the added benefit of dramatically 

improving the security of your account. Click here for a discussion of password protection and it’s 
relation to facial recognition and general security. 

b) Alternatively: Once you’ve logged in and received the “temporarily disabled” warning, lock the desktop 
by hand by pressing the Windows key + “L”. After the desktop is locked, log in again with your face 
visible. All FaceAware functions will now work as normal. 
Back to the top 

 

8. I enabled “Secured Desktop” in “Private” mode and was told that the computer must lock in order 
to learn my face at login. Why is this? 

Private mode requires that any time your face leaves view of the camera and then returns to view before the 
desktop locks, that an exact match to your own face MUST be made in order to allow you to continue to use 
your desktop. In order to make this match, FaceAware must learn what your face looks like to begin with. It 
learns this any time that you log in. Therefore, when you enable Secured Desktop in Private mode for the first 
time, it must lock in order to learn about your face. 
Back to the top 

 
 

Miscellaneous 
1. What happens if the camera is broken or disabled? 

You may always log into your computer with your username and password, even if the camera is broken or 
otherwise disabled. Any time you log in without the FaceAware being able to see your face for any reason, 
you will see a message stating “FaceAware is Temporarily Disabled.”. FaceAware features will not work until 
the camera is fixed or re-enabled.    
Back to the top 
 

2. Why does the camera LED (light) not come one when the camera is in use? 
Due to a limitation with the current camera firmware, the camera LED will not light while it is in use by 
FaceAware. It will light if another video appliation attaches to the virtual camera “FaCap”. Please click here 
for additional information on the virtual camera. 
Back to the top 

 

3. I want to play a game or watch a movie…can I turn off FaceAware to maximize system resources 
and keep it from locking? 

Absolutely! Simply right click the FaceAware icon and choose “Disable FaceAware Temporarily”. This will turn 
off all FaceAware functions. Note that a logout or a reboot will automatically re-enable FaceAware. 
Back to the top 

 
 
 



© Sensible Vision, 2008   

4. How do I access the help files? 
There are two ways to access help files within FaceAware. If you have the system tray icon visible, you may 
right click it and choose “Help”. Alternately, you may also click the Windows or Start button in the lower left 
corner of your desktop, select “Dell FaceAware”, then click on “FaceAware Help”.    
Back to the top 
 

5. How is the FaceAware recognition programming tested for accuracy? 
The FaceAware recognition algorithms are routinely tested against a database of faces specifically set up for 
this purpose by a US government organization. Although real world results may differ slightly from these 
tests, the accuracy measurements are none the less significantly better than most commercially available 
fingerprint readers, for example.   
Back to the top 
 

6. Will FaceAware shorten how long my laptop will run while on batteries? 
No. Unlike many technologies on your laptop such as Wi-Fi, Bluetooth, or the LCD screen, the power draw 
from the web camera is miniscule. Battery life is, therefore, not impacted in any statistically significant way. 
By enabling the “Power Management” function, you can in fact extend your battery life by activating battery 
saving features far more quickly…all while having a minimal impact on your work.   
Back to the top 
 

7. Does FaceAware slow down my computer? 
No. Your overall computer speed will be unaffected by the use of FaceAware. If you are a competitive gamer 
and demand every last CPU cycle for gaming purposes, you may disable FaceAware before playing just as you 
would shut down other applications. You can do this by right clicking the FaceAware icon (if available) and 
selecting “Disable FaceAware Temporarily”. This will turn off all FaceAware functionality until you turn it back 
on through the icon, reboot, or log out and then back in.  
Back to the top 

 

8. When my computer unlocks, it makes a sound. Why does it do this and how can I stop it? 
This “unlocking” sound is a default part of Windows itself. While running FaceAware with “Secured Desktop” 
enabled, you may hear the sound more often than normal because the desktop is locking and unlocking more 
than it might without FaceAware installed (after all, automatically locking the desktop is one of the main 
functions of FaceAware). 
 
To turn off the sounds, click the “Windows” or “Start” menu in the lower left corner of your desktop. Select 
“Control Panels”. In the window that appears, click the “Hardware & Sound” link in Vista, the “Sound” item in 
Win7, or “Sounds and Audio Devices” in XP. In the next window, click the “Change System Sounds” link in 
Vista,  or select the “Sounds” tab in XP or Win 7. In the next window, scroll down the list of system events 
until you find “Windows Logoff”. Select it. Choose “(None)” from the “Sounds:” drop-down menu. Repeat for 
the “Windows Logon” event as well. Click “Ok”.  
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9. What version of FaceAware is required to support Windows 7? 
FaceAware 1.1.5 or newer is required to support the Windows 7 OS.  
Back to the top 


